
GDPR Product Device Testing:
Safeguarding Personal Data on Connected Devices

Is your device connected? Is your product GDPR conformant?

The General Data Protection Regulation (GDPR) establishes the new legal framework 
for personal data protection for the EU. It defines ‘personal’ data and the legal basis 
for the processing thereof, as well as the obligations and restrictions incumbent on 
those who come into contact with the data.

The GDPR is designed to safeguard and strengthen the rights of data subjects 
(persons of whom personal data is processed), to better enable them to take control 
of their data in an increasingly digital society. 

It is important to note that substantial fines and penalties can be imposed for 
non-compliance. 

Eurofins Cyber Security team has over 100 cyber 
security experts focused on helping organisations like 
yours ensure their businesses, processes and devices 
conform to the GDPR. 

Bespoke testing can be provided but usually the core 
elements of the GDPR conformance testing from 
Eurofins will include:

• testing the communication to and from devices
• conformance to country-specific security

requirements
• analysis of the firmware of products to see

whether it is possible to extract sensitive data



About Eurofins Cyber Security

Optional reviews and assessments

Eurofins Cyber Security is part of Eurofins Digital Testing, a global leader in 
end-to-end Quality Assurance (QA) and cyber security. We work with key 
high-technology businesses in the consumer electronics, software development, 
automotive, IoT, connected health and media markets.

We are also part of Eurofins Scientific, which has more than 400 laboratories in 44 
countries and over 38,000 employees worldwide. Since its foundation in 1987, 
Eurofins has grown to be a highly-regarded organisation with a level of expertise that 
makes its operations the first call for businesses around the world who are looking for 
the highest standards in testing.

Importantly the Cyber Security team provides important key recommendations to 
assist with conformance in addition to producing assessment reports.

The testing can also be extended to include wider cyber security testing, 
employing a broader scope than solely GDPR conformance.

Remote host-assessment, penetration testing

Hands-on mobile app testing (IOS and Android)

OWASP Top 10 checks

Code review, with a focus on embedded software

Robust identity and access management

Hardware and embedded system testing from 
documentation review through to fuzzing
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