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Managed Security Services:

Security Monitor

Are you in control of your cyber security?

Cyber Security has become increasingly more important for businesses as a result of
evolving cybercrime, public opinion and legislation (such as the EU General Data
Protection Regulation (GDPR)). Safeguarding information and personal data is
paramount to protect against threats, risks and minimize negative impact.

Our Managed Security Services help you detect security risks and compliance issues
before they can be exploited. Additionally, we provide on- and off-site expert support.
Each of the services have specific, measurable and flexible service levels and enable
you to take full control over your cyber security.

Our Security Monitor is subscription
based and the services offered as
part of this are described in more
detail on the following pages.
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Security Monitor

The Security Monitor service aims to identify and protect against vulnerabilities and
weak spots in your systems and to detect, respond and recover from incidents and
threats.

The service can be used on all internet-facing systems and services, as well as for
monitoring the security of your internal networks and/or devices. The Security Monitor
service contains the following modules:

DDoS mitigation
A network-based component to protect your
assets from DDoS attacks.

Threat intelligence
Provides continuous real-time insight into your
online footprint.

Network security

A component that accurately identifies
vulnerabilities and misconfigurations in your
network infrastructure.

Application security
Complete visibility of client-side security, with real-time threat detection and
callbacks for automated reactions.

Network monitoring
A component that (passively) monitors the security of managed and
(un)managed (IT/OT) hosts and devices.

Device security
Protect you and your network infrastructure from unsecure (un)known devices.

As soon as we identify relevant threats, or detect vulnerabilities with a high risk, you
are alerted immediately.

Our experts provide you with practical recommendations to mitigate the reported risk
and remediate the cause of the problem. Every three months you receive a concise
report explaining the security state of your network infrastructure.
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$¥| Every Security Monitor subscription
also gives you access to

e The Eurofins Cyber Security
Knowledge Base

e Monthly newsletters

e Security alerts: industry wide and
specific to your organization

e Twice yearly awareness content

e Help (first-aid) for resolving
security incidents or breaches.

In today’s threat of cyber-attacks and the growing requirements of legislation, it is
important to ensure risks are minimized. Through Eurofins Cyber Security team of 100+
experts, our Security Monitor service can assist in prevention and identification of
issues in your systems as well as providing a market leading response if there are
attacks.

i&| About Eurofins Cyber Security

The Eurofins Cyber Security team has over 100 cyber security experts focusing on
helping organisations to ensure the continuity of their business, processes and devices
by resisting cyber threats.

Eurofins Cyber Security is part of Eurofins Digital Testing, a global leader in end-to-end
Quality Assurance (QA) and cyber security. We work with key high-technology
businesses in the consumer electronics, software development, automotive, loT,
connected health and media markets.

We are also part of Eurofins Scientific, which has more than 800 laboratories in 47
countries and over 45,000 employees worldwide. Since its foundation in 1987, Eurofins
has grown to be a highly-regarded organization with a level of expertise that makes its
operations the first call for businesses around the world who are looking for the highest
standards in testing.

| Contact

Website: www.eurofins-cybersecurity.com
Email: cybersecurity@eurofins.com
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