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Addendum no. 1 
to the  

Contract on Joint Controllership 
under Art. 26 GDPR 

Preamble 
The parties hereto concluded the 
(the “Agreement”) and therefore due to agreed scope and distribution of responsibilities they 
jointly determine the purposes and means of the processing of personal data, they shall be joint 
controllers (Art. 26 in conjunction with Art. 4 para. 7 GDPR). The parties acknowledge that each 
phase of data processing must take place in a lawful and transparent manner in relation to the 
data subject and that it should comply with Applicable Data Protection Law.  

Definitions 
Each term used in this contract shall have the meaning assigned below. Terms not defined herein 
shall have the meaning assigned to them in the Agreement. 
(1) Applicable Data Protection Law: All legislation for protecting Personal Data to which a

party to this agreement is subject, including (without limitation) the GDPR and the UK
GDPR.

(2) GDPR: Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the Processing of Personal Data
and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation).

(3) Personal Data: Any information relating to an identified or identifiable natural person that
is processed under this contract.

(4) Data Subject: Identified or identifiable natural person (individual) whose Personal Data is
processed under this contract.

(5) Personal Data Breach: Any breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data
transmitted, stored or otherwise Processed.

(6) processing: Any operation or set of operations which is performed on Personal Data or on
sets of Personal Data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure, or destruction.

(7) processor: A natural or legal person, public authority, agency, or other body that processes
Personal Data on behalf of the Controller.

(8) Standard Data Protection Clauses: Means the contractual clauses which apply pursuant
to Art. 46 GDPR in connection with Art. 93 (2) GDPR and based on the relevant decision of
the EU Commission (or, where the UK GDPR applies, the Secretary of State, pursuant to
relevant provisions of the UK GDPR), and in each case as updated, amended, replaced or
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superseded from time to time by future Standard Data Protection Clauses of the EU 
Commission pursuant to relevant provisions of the GDPR (or UK GDPR, where it applies).  

(9) "UK GDPR": The GDPR as transposed into United Kingdom national law by operation of 
section 3 of the European Union (Withdrawal) Act 2018, together with the Data Protection 
Act 2018, the Data Protection, Privacy and Electronic Communications (Amendments etc.) 
(EU Exit) Regulations 2019 and other data protection or privacy legislation in force from 
time to time in the United Kingdom. In this Framework Agreement, in circumstances where 
the UK GDPR applies, references to the GDPR and its provisions will be interpreted as 
references to the UK GDPR and its corresponding provisions, and references to “EU or 
Member State law” shall be interpreted as references to UK laws. 

(10) Whitelist State: Any country, territory or a specified sector within a country or territory that 
has an appropriate level of data protection under the decision of the EU Commission 
pursuant to Art. 45 (1) GDPR (adequacy decision). At present such a decision applies to 
Andorra, Argentina (to an extent), Canada (to an extent), Faroe Islands, Guernsey, Israel, 
Isle of Man, Japan, Jersey, New Zealand, Switzerland, Uruguay and the United Kingdom 
(when and if it is whitelisted).  

 

1 Contracting parties and object of contract 
(1) This contract is concluded between      a company organized under 

the laws of    with its principal place of business at      
(from now on “Company 1”, and       a company organized 
under the laws of    with its principal place of business at   
 (from now on “Company 2”) which are jointly responsible for data processing (Art. 26 in 
conjunction with Art. 4 para. 7 GDPR) (the “parties”) and shall ensure its compliance with 
Applicable Data Protection Law.   

(2) The nature and purpose of data processing, the categories of Personal Data, and the 
categories of data subjects are laid down in the Appendix no. 1. 

(3) The data protection officer (if appointed) or other dedicated person (as set out in the 
Agreement) of the respective contracting party is the contact point for communication 
between the parties and for the coordination of processes and support services under this 
contract, including to communicate in case of Personal Data Breach: 

 
 
 
 
 

2 Principles of data processing and general obligations of joint 
controllership  

(1) Each party shall comply with the principles of data processing pursuant to Art. 5 para. 1 
GDPR (lawfulness, fairness and transparency, purpose limitation, data minimisation, 
storage limitation, integrity, and confidentiality).  

(2) Where required, particular care is taken when appointing processors and checking their 
suitability in terms of the technical and organisational measures provided to ensure 
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compliance with the GDPR and to protect the rights of data subjects. Processors are 
included in the Appendix no. 1.  

(3) If one of the parties processes or transfers Personal Data outside of the EU/EEA and the 
Whitelist States, the party shall ensure permissibility of transfer under data protection law 
through appropriate safeguards within the meaning of Art. 46 GDPR. 

(4) The parties shall maintain a record of processing activities for data processing under joint 
controllership pursuant to Art. 30 GDPR. The parties provide each other on request with 
any information necessary to maintain that record. 

(5) The parties shall provide mutual support with respect to the data protection impact 
assessment pursuant to Art. 35 GDPR and if necessary, in the event of prior consultation 
of the competent supervisory authority pursuant to Art. 36 GDPR. Such a consultation must 
be agreed on between the parties in advance. 

(6) The parties shall immediately inform each other of any communication from, or action taken 
by, a supervisory authority, court of law or any other public authority or service if such 
communication or action relates to this joint processing of Personal Data (including, but not 
limited to, any request for access to or share data).  

3 Data security 
(1) The parties shall implement appropriate technical and organisational measures to provide 

adequate protection for Personal Data pursuant to Art. 32 para. 1 GDPR in order to ensure 
security of data processing. In doing so, the state of the art, the costs of implementation and 
the nature, scope, and purposes of processing, as well as the risk of varying likelihood and 
severity for the rights and freedoms of natural persons within the meaning of Art. 32 para. 
1 GDPR must be considered. 

4 Procedure for Personal Data Breaches 
(1) If one of the contracting parties becomes aware of (i) a Personal Data Breach; or (ii) any 

other breach by it or its processors of a term of this contract, it shall immediately inform the 
other parties thereof.  

(2) The parties shall immediately take the required measures and (as applicable) closely 
cooperate to protect the data and minimise any adverse effects for the data subjects after 
consultation.  

(3) The parties shall mutually support each other in notifying the competent supervisory 
authority pursuant to Art. 33 GDPR and in communicating the Personal Data Breach to the 
data subjects pursuant to Art. 34 GDPR. 

5 Rights of data subjects / contact point for data subjects 
(1) The parties shall take appropriate measures and cooperate to provide information to the 

Data Subjects pursuant to Art. 13 and 14 GDPR in a concise, transparent, intelligible, and 
easily accessible form and in clear and plain language, and as otherwise required by 
Applicable Data Protection Law. The essence of this contract shall be made available to the 
Data Subjects pursuant to Art. 26 para. 2 sentence 2 GDPR.  

(2) Requests by Data Subjects concerning the exercise of their rights pursuant to Art. 15 to 22 
GDPR shall be processed by the parties without undue delay and in any way within one 
month of receipt of the request. This is done by way of communication to the Data Subject.   
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(3) The parties hereby determine that the     is primarily responsible for 
informing the Data Subjects of the processing carried out under this contract, as well as for 
receiving and responding to Data Subject rights and, where this is the case, shall 
communicate the same to Data Subjects. Notwithstanding the foregoing, the parties 
acknowledge that a Data Subject may still elect to contact the other party/parties. 

6 Distribution of remaining responsibility 
(1) Each party shall be responsible for the fulfilment of obligations from clauses 2 to 5 of this

contract in all phases of the cooperation.
(2) None of the parties shall be responsible for any indirect or consequential damages resulting

from a breach of this contract.
(3) As sole and exclusive remedy for any breach of this contract, the parties will indemnify each

other and hold each other harmless from any direct damage which they cause each other
as a result of their breach of any of the provisions of this contract, pursuant to the liability
and indemnification provisions set out in the Agreement. Indemnification hereunder is
contingent upon (a) the party(ies) to be indemnified (the “indemnified party(ies)”) promptly
notifying the other party(ies) (the “indemnifying party(ies)”) of a claim, (b) the indemnifying
party(ies) having sole control of the defence and settlement of any such claim, and (c) the
indemnified party(ies) providing reasonable cooperation and assistance to the indemnifying
party(ies) in defence of such claim.

7 Duration of contract 
(1) This contract is concluded for the term of the Agreement and can be terminated in line with

its provisions with reservation of the point (2) below.
(2) Each party may terminate the contract at any time without observing any notice period in

case of serious breach of this contract by one or more of the parties.

8 Termination 
(1) In the event of termination, all Personal Data shall be erased or assigned to the relevant

other parties, unless there exists an obligation to retain Personal Data under Union or
Member State law.

(2) In the event that one or more parties undertake erasure of data for other parties, these
parties shall without being prompted to do so prove to the others in text form specifying the
date, that all data carriers and other documents have been returned or destroyed or erased
in compliance with data protection and that no data has therefore been retained.

Documentation (for example, information of fulfilment of access rights by data subjects) that 
serves as proof of orderly and proper data processing on behalf can be kept beyond the end of 
the contract. 

9 Final provisions 

(1) All remaining aspects not regulated by this contract shall be governed by the respective
provisions of the Agreement unless otherwise provided herein.
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(2) In event of any dispute between the provisions of this contract incl. all annexures and 
Agreement, the provisions of this contract shall prevail. 

 
 
 
Agreed by: 
 
 
Company 1 Company 2 
 
 
 
BY: ___________________________       BY: ___________________________ 
   
NAME: __________________________  NAME: ___________________________ 
 
TITLE: __________________________  TITLE: ____________________________ 
 
DATE:  __________________________  DATE:  ____________________________ 
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Appendix no. 1 
 

(1) The nature and purpose of processing: 
 

 
 
 
 

(2) the categories of Personal Data: 
 

 
 
 
 

(3) the categories of Data Subjects 
 

 
 
 
 
 

(4) Agreed processors and / or transfers outside EU/EEA: 
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